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IT & Management: Incident Response Planning

Welcome to the eighth installment of the eRisk Cyber Campaign!

Each monthly message will be shared with both the Member Designated
Representative and the assigned eRisk Hub contact. If you still need to
assign one, please email their contact information to
crl.memberservices@countyre.org.

We encourage you to keep the momentum going by engaging your county
members. The tools from CRL are here to support you in strengthening
risk readiness across the board. Your role is essential to our success!

Does Your Organization Have an Incident
Response Plan?

A malware outbreak hits critical servers. Because there is no formal
incident response plan, it takes days to coordinate a response, resulting in
significant downtime. With a structured plan, the damage would have
been minimized.
 
A cyber incident can escalate quickly if there’s no clear response plan in
place. Take action now:

Implement clear, accessible channels and procedures for reporting
cyber incidents, emphasizing promptness and evidence
preservation, while ensuring confidentiality. This includes designating
specific contacts and providing detailed guidelines to employees.

mailto:crl.memberservices@countyre.org.
https://www.constantcontact.com/landing1/vr/home?cc=nge&utm_campaign=nge&rmc=VF21_CPE&utm_medium=VF21_CPE&utm_source=viral&pn=amexoffers&nav=ee15d801-e6f1-4917-b51b-d0e09df1c049


Review and update your Incident Response Plan (IRP). If you do not
have an IRP please see our Response Planning section in the
Learning Center to guide you in creating one.
​Schedule an annual review to keep response procedures up to date.

 
Reminder for IT Managers: Your Cyber Risk Profile outlines incident
response planning as a priority. Ensure these measures are fully
implemented.
 
The entire Cyber Resilience series is available today. To learn more
and/or complete these actions, log into the eRiskHub to visit the
Cyber Resilience page.

Please contact crl.memberservices@countyre.org with general
questions regarding the campaign. For technical questions concerning the
eRiskHub portal, contact Net Diligence at eriskhub@netdiligence.com.

September Email: Employee Awareness: Reporting Suspicious Activity
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