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Employee Awareness: Secure Passwords & Access
Controls

As announced during the Net Diligence eRiskHub webinar on March 7, 2025, the
eRiskHub Cyber Campaign is officially kicking off today! Each member designated
representative has received a unique brochure tailored to their organization. Please
reach out to crl.memberservices@countyre.org for any inquiries regarding the
brochure or to seek further clarity on any aspect of this campaign. If you were
unable to attend the webinar, we invite you to watch the recorded session linked
below.

Net Diligence has developed for CRL Members a comprehensive guide consisting of
three essential steps designed to empower CRL Members and their members in
implementing tools and resources to protect their organization.

e Step 1: Encourages you to protect your network
e Step 2: Focuses on how to prevent cyber fraud
e Step 3: Prepares you for any potential incidents

These steps are broken into a series of 10 monthly emails that are being sent
directly to the Member Designated Representative and the assignhed key contact for
eRiskHub. If you would like to identify a key contact person for eRiskHub please
send the contact information directly to crl.memberservices@countyre.org.

We are excited to kick off the campaign with the first email below: "Your First Step
to Cyber Security: Strong Passwords & Secure Access". We encourage you to
proactively engage your county members to participate in these activities. Let’s
harness the resources available through CRL to empower your efforts, ensuring that
our counties are equipped to manage risks effectively and confidently. Your active
participation is key to our collective success!

Recorded
Session



https://zoom.us/rec/share/5Qt4OLtHf0af99pDl7DVeOe4sMBRwzPfkBurMVxzT5YX9iFz4iU5TKK1KyZ31EKJ.hkJZhNEi0VxoXKbg
https://www.constantcontact.com/landing1/vr/home?cc=nge&utm_campaign=nge&rmc=VF21_CPE&utm_medium=VF21_CPE&utm_source=viral&pn=amexoffers&nav=aca8fac9-5ca8-4d72-9663-b9cfdea5b22f

RiskHub

Your First Step to Cybersecurity: Strong Passwords &
Secure Access

Imagine an employee reusing a weak password across multiple accounts.
A cybercriminal gains access to that employee’s email, then moves
laterally through the organization’s network. By maintaining strong
passwords and following access control policies, this breach could have
been prevented.

Welcome to our NetDiligence Cyber Resilience Series—a journey to
strengthening your digital defenses. This first step focuses on securing
access to critical systems. Weak passwords and improper access controls
are the easiest entry points for cybercriminals. Log onto your eRiskHub
platform and the take the steps below to ensure you have a secure
password.

Watch the “Creating Secure Passwords” training video.

Learn how to create and manage passwords that hackers can't
crack.

Consider using a password generator to create strong passwords.
Consider using a password manager to store your strong passwords.

Please contact crl.memberservices@countyre.org with general

questions regarding the campaign. For technical questions concerning the
eRiskHub portal, contact Net Diligence at eriskhub@netdiligence.com.
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