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Employee Awareness: Phishing & Business Email
Compromise (BEC)

Welcome to the fourth installment of the eRisk Cyber Campaign. This campaign
consists of ten monthly emails sent directly to the Member Designated Representative
and the designated key contact for eRisk Hub. If you have not yet named a key contact

for eRisk Hub, please send their information to crl.memberservices@countyre.org.

We urge you to reach out and involve your county members in these initiatives. By
utilizing CRL's resources, we can strengthen your capabilities and help counties
manage risk with greater confidence. Your involvement makes all the difference!

Would You Spot A Phishing Scam? Take 5 Minutes to Find
Out

A cybercriminal sends a fake invoice email pretending to be from a trusted vendor,
tricking an employee into entering login credentials on a fake website. Recognizing
phishing signs could have saved the organization from costly fraud.

Cybercriminals are getting smarter, and phishing attacks are their #1 trick to steal
credentials and money. A single wrong click could expose your organization to
financial and data loss.

e Watch the Phishing & Business Email Compromise (BEC)
Awareness training video.
e Learn how to recognize and report phishing attempts.

The entire Cyber Resilience series is available today. To learn more and/or
complete these actions, log into the eRiskHub to visit the Cyber Resilience page.


https://www.constantcontact.com/landing1/vr/home?cc=nge&utm_campaign=nge&rmc=VF21_CPE&utm_medium=VF21_CPE&utm_source=viral&pn=amexoffers&nav=b62109a9-d12b-4a10-ba8e-82b0a6a4a97a

Please contact crl.memberservices@countyre.org with general questions regarding
the campaign. For technical questions concerning the eRiskHub portal, contact Net
Diligence at eriskhub@netdiligence.com.
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