
 

July Edition

IT & Management: Phishing & BEC Prevention
Policies

Welcome to the fifth installment of the eRisk Cyber Campaign. These monthly messages are sent to
the Member Designated Representative and the identified key contact for eRisk Hub. If a key
contact has not yet been identified, please send their information to
crl.memberservices@countyre.org.

We invite you to motivate your county members to take part in the campaign. Leverage CRL’s
resources to enhance your risk management efforts. Your engagement helps strengthen all of our
counties!

Stop Phishing at the Source: Implement These
Security Policies

An executive receives a spoofed email from what appears to be a Chief Financial Officer (CFO)
requesting a fund transfer. Lacking a firm policy and training, the request is approved without
verification. This results in lost funds.
 
Phishing attempts are inevitable—but a strong policy framework can protect our organization from
falling victim.
 

If you do not have these policies in place please download and customize Security Awareness
Training and Education Policy, BEC Prevention Policy, and the Phishing Prevention Policy
templates to use as starting points.
Ensure company-wide security training to prevent phishing attacks before they happen.

 
Reminder for IT Managers: If your Cyber Risk Profile indicates weaknesses in BEC or phishing
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https://www.constantcontact.com/landing1/vr/home?cc=nge&utm_campaign=nge&rmc=VF21_CPE&utm_medium=VF21_CPE&utm_source=viral&pn=amexoffers&nav=09d678d5-19a6-40ce-9671-2eb1905c96be


prevention, now is the time to implement necessary policy controls.
 
The entire Cyber Resilience series is available today. To learn more and/or complete these
actions, log into the eRiskHub to visit the Cyber Resilience page.

Please contact crl.memberservices@countyre.org with general questions regarding the
campaign. For technical questions concerning the eRiskHub portal, contact Net Diligence
at eriskhub@netdiligence.com.

June Email: Employee Awareness: Phishing & Business Email Compromise (BEC) 
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