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IT & Management: Cyber Risk Profile & Essential
Controls

Welcome to the second installment of the eRisk Cyber Campaign. As a reminder,
the campaign comprises of ten monthly emails that are being sent directly to the
Member Designated Representative and the assigned key contact for eRiskHub. If
you would like to identify a key contact person for eRiskHub please send the contact
information directly to crl.memberservices@countyre.org.

We encourage you to proactively engage your county members to participate in
these activities. Let’s harness the resources available through CRL to empower your
efforts, ensuring that our counties are equipped to manage risks effectively and
confidently. Your active participation is key to our collective success!

RiskHub

Is Your Organization Secure? Assess Your Cyber Risk Now

Your organization experiences a minor security incident, revealing that several
employee accounts do not have Multi-Factor Authentication (MFA) enabled. If
Endpoint Detection and Response (EDR) tools and MFA had been fully
deployed, the incident could have been avoided.

Now that employees are strengthening their passwords, it's time for IT &
Management to take a deeper look at crucial security controls.

e Start the Cyber Risk Profile to identify areas for improvement. This
questionnaire requires answers from a technical resource who has
knowledge of your security controls and policies.

e Ensure Multi-Factor Authentication (MFA) is enabled on ALL employee
devices.

e Deploy Endpoint Detection and Response (EDR) tools to detect and
stop threats.

e If you lack MFA and/or EDR on all devices, please document obstacles



https://www.constantcontact.com/landing1/vr/home?cc=nge&utm_campaign=nge&rmc=VF21_CPE&utm_medium=VF21_CPE&utm_source=viral&pn=amexoffers&nav=e2f9f23e-08a5-41da-a2b3-df79ef0a3404

impending full deployment. This will facilitate a focused discussion with
your team.

The entire Cyber Resilience series is available today. To learn more and/or
complete these actions, log into the eRiskHub to visit the Cyber Resilience
page.

Please contact crl.memberservices@countyre.org with general questions
regarding the campaign. For technical questions concerning the eRiskHub
portal, contact Net Diligence at eriskhub@netdiligence.com.

March Email: Your First Step to Cybersecurity: Strong Passwords & Secure
Access
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